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Foreword

An economic consideration of data as one of the cen-
tral assets in the context of big data, Industry 4.0 or 
the Internet of Things creates major challenges for 
the legal system, and the introduction of a consul-
tation process on the creation of a “European data 
economy” by the EU Commission now also indicates 
its growing importance in the European dimension. 
Should information be a freely available public re-
source on principle — at least as long as free access 
is not hindered by data protection law, copyright law, 
sui generis database rights, the protection of trade se-
crets or criminal law? Could the creation of a general 
“right to data items” over and above the existing rights 
provide extra stimulus for the future structure of the 
data economy? Or will the typical legal consequences 
of exclusivity rights prove to be largely counterproduc-
tive? How could the design for competitive claims for 
access to data and platforms and any supplementary 
contractual provisions be organised to create a coher-
ent overall legal framework — which is worth promot-
ing from our point of view — and yet take data protec-
tion requirements into account?

This topic has been intensively discussed in the legal 
framework specialist group. As an interim result we 
present five proposals which were agreed in the spe-
cialist group. 

We would like to express our thanks to our authors  
Dr. Alexander Duisberg and Mr. Patrick Bunk who have 
supported this publication with solid scientific content 
and valuable experience. In the first article, current 
opinions in the legal discussion are analysed and the 
existing protective framework for data collections in 
copyright and unfair competition law is outlined. The 
second article focuses on the technology of text and 
data mining, which is very relevant in the context of 
smart data, and its conflict with copyright law. 

The final section offers brief explanations of the main 
concepts and aspects of the legal framework related 
to “Data as an economic asset”. Non-personal data 
certainly do not exist in a legal vacuum. Even in addi-
tion to the data protection laws which are much dis-
cussed in the development process for the upcoming 
General Data Protection Regulation (GDPR), there are 
important legal questions which could influence the 
use of data. For example, the use of data which form 
part of a protected database, a text or image work or 
a media production may only be permissible with the 
approval of the relevant author or creator. And data 
may also be legally protected as company or trade 
secrets. It is also worth noting that data interception 
and espionage are liable to criminal prosecution.

 

PD Dr. Oliver Raabe und Manuela Wagner 
Accompanying research for the technology  
programme “Smart Data — innovation from data”
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Five postulations for the 
European data economy   

The legal framework specialist group of the accompanying research department for the technology programme 
“Smart Data — innovations from data” consists of representatives of the 16 flagship projects of the technology 
programme and experts from the political, economic and science sectors. In regular workshop meetings of the 
specialist group, these experts discussed the creation of a European data economy and formulated five central 
postulations.
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Impulse 1: Access to anonymous machine-generated data 
should be improved

This year, the EU Commission started a consultation 
process on the question of how a European data 
economy can be created.1 The central theme is the 
improvement of cross-border data exchange. On the 
basis of the insights gained in the pilot projects, the 
majority of participants in the legal framework spe-
cialist group in the smart data research department 
agree with the goal postulated by the EU Commission 
that an improvement in access to anonymous data is 
sensible:

If machine-generated data are shared, reused and  
aggregated they can create added value, become 
sources of innovation and pave the way for a variety  
of business models.

The EU Commission defines machine-generated data 
as follows:

Data are generated by machines without any direct 
human intervention in the course of computer pro-
cesses, applications and services or by sensors which 
receive information from virtual or real devices or 
machines or from a software program.

The commission proposes the following possible ways 
to create incentives to share data and thus improve 
access to anonymous machine-generated data: 

	 Preparation of EU guidelines on the legal situation 
in the member states

	 Promotion of the development of technical solu-
tions for reliable identification and the exchange of 
data

	 Standard contractual clauses to create legal certain-
ty for exchange of data

	 Creation of a right of access to non-personal data in 
the public interest or for scientific purposes

	 Creation of a right of the “data producer”: the own-
er or possessor of the machine would then be enti-

tled to use non-personal data and to either permit 
others to use such data or to exclude them from 
such use. 

	 Creation of access rights in return for payment 

The majority of the participants in the legal frame-
work specialist group see potential in the promotion 
of technical solutions and the creation of access rights 
in the public interest and for research purposes. The 
members of the specialist group tend to oppose the 
concept of ownership rights for data. The question of 
whether data access can actually be promoted by an 
owner-like legal status of the “data producer” must 
be critically scrutinised, and it must be determined 
whether such a status would pose the risk of rising 
transaction costs and a strengthening of the lock-in 
effect. An (exclusive) ownership of data would also 
be problematical from the perspective of freedom of 
opinion and information, and it could lead to an un-
intended monopolisation of information. In addition, 
there are likely to be questions about the delineation 
of authorship. Data are normally created in an inter-
action between machines and people, or between 
machines and other machines or their environment, 
so there are likely to be challenges if the data need to 
be allocated to a single “data producer”. The data may 
constitute personal data if the data also permit refer-
ences to identifiable natural persons, so there is likely 
to be an overlap with the provisions of data protection 
law.

The greatest challenge will therefore probably be to 
ensure a legal basis for access to data under non-dis-
criminatory terms and conditions. So the mechanisms 
of unfair competition law may need to be used to cre-
ate incentives for data exchange beyond the bound-
aries of business enterprises and national borders. 
Standardisation and ensuring interoperability will 
probably be the fundamental technical requirements 
for a functional data exchange system.
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Some smart data projects have the goal of creating 
open platforms for the exchange of data across com-
pany boundaries. The challenges here include the 
need of companies to protect their company and 
trade secrets and to ensure that they do not pass on 
any personal data without legitimation. The develop-
ment of intelligent filter mechanisms, anonymisation 
tools and concepts for data access control and usage 
could provide solutions for these issues. 

 

The smart data research department is involved in 
promoting a cultural transition towards an open data 
economy for a smart society.2 The concept of “open 
data” stands for technical and legal openness, i.e. the 
data must be available in a machine-readable and 
standardised format and must be suitable for use 
without any legal restrictions (i.e. the data must be 
general accessible and not subject to any unreasona-
bly restrictive licensing provisions). 
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Impulse 2: Development of technical solutions for reliable 
identification and data exchange should be promoted 

Data can be reproduced to an unlimited extent, so any 
genuine control of the use of accessible data can only 
be facilitated with technical solutions which permit the 
transparency, traceability and identification of the data 
sources. Licence models and open data concepts both 
initially need standardised logging systems, interfaces 
and data formats. Often, data are not accessible with-
out licensing requirements or technical limitations. If 
data are available with varying granularity and in differ-
ent formats or have already been provisionally inter-
preted, this fragmentation makes it more difficult to an-
alyse data for the whole of Germany. The development 
of data trustee concepts and the standardisation of 
machine-readable and free formats, especially for data 
in the public sector, would be possible solutions here. 

To create confidence in the system and permit state-
ments about the quality of the data, it may also become 
necessary to define reliable protocols, which are stand-
ardised as far as possible, for the seamless identification 
of data sources.

Open, standardised and well documented application 
programming interfaces (APIs) can promote the estab-
lishment and development of an ecosystem for appli-
cation and algorithm development and thus enable 
access to data owned by business companies or public 
authorities. To ensure that this access complies with 
data protection law, the development of anonymisation 
tools and testing procedures needs to be promoted at 
the same time and supported by technical guidelines.
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Impulse 3: Future solutions should minimise any lock-in 
effects

A lock-in effect occurs if the expected costs to change 
supplier effectively prevents a change of supplier. Such 
barriers to change can on the one hand be used delib-
erately to encourage customer loyalty, but on the other 
hand they could pose a market entrance obstacle for 
small new competitors. 

In the establishment of a European data economy, the 
different negotiating perspectives of companies with 
great market power, less powerful companies and pri-
vate consumers need to be taken into account. Lock-in 
effects especially need to be prevented for small and 
medium-sized companies, start-ups and private con-
sumers.

The provisions of European and German unfair compe-
tition law currently only come into play if the abuse of a 
dominant or powerful market position is ascertainable. 
The relevant questions of market delineation, market 
concentration and the thresholds for abuse must be 

adapted to take the change towards more versatile da-
ta-based markets into account.

The 9th revision of the German Restrictive Practices 
Act, which came into force on 9 June 2017, aims to 
create a modern unfair competition law in the age of 
digitisation. The reform especially aims to address the 
scale factors and network effects based on data, which 
can lead to market concentration, and to improve con-
sideration to the question of access to data which are 
relevant to competition. This should enable the com-
petition authorities to evaluate the market position of 
a company and any possible abuse not only based on 
revenue, but also take the changing Internet-based data 
services into account. 

Another discussion point is the question of whether 
there should be a general right to data portability, com-
parable with Article 20 of the General Data Protection 
Regulation.
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Impulse 4: Right of access to data in the public interest or 
for scientific purposes  

Research in the area of “Smart Data” is often based 
on non-personal data from the company context, and 
researchers require access to such data in order to 
generate new innovation-enhancing findings. Similarly, 
the functionality of the public sector can be improved 
by an analysis of statistical data. For example if statis-
tics offices were granted access to business data, this 
could reduce the amount of work involved for busi-
ness participants to comply with any necessary re-
porting obligations. The resulting optimisation of the 
infrastructure could then have a positive overall effect 
on Germany as a location for business. 

In the creation of a right of access, care must of course 
be taken to address the problem that the dividing line 
between personal data and anonymous data is in a 

constant state of flux and may change over time due 
to the addition of extra knowledge or the  
improvement of analytical methods. A right of access  
which gives due consideration to competition law 
should therefore achieve a balance between the con-
flicting interests and mainly focus on non-discrimi-
natory access and on interoperability. This should be 
established in coherence together with the planned 
General Data Protection Regulation. 

At the same time, the interest of business companies 
in preserving their company and trade secrets must 
also be taken into account. In addition to the protec-
tion of personal data, anonymisation methods could 
for example be used to remove any mention of the 
company from a data record.
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In the proposal for a directive on copyright in the Dig-
ital Single Market3, the EU Commission defines text 
and data mining as: 
“any automated analytical technique aiming to analyse 
text and data in digital form in order to generate infor-
mation such as patterns, trends and correlations”.

The concept of “webcrawling” stands for the automat-
ed evaluation of online sources in the world wide web, 
usually by means of text and data mining technology.

Due to copyright, the legal protection of databases 
or protection of press publications concerning digital 
uses, the rightholders are entitled to exclude repro-
ductions and/or publication of their work under the 
respective legal conditions. Thus, text and data min-
ing can also be excluded in case this requires a (pre-
manent) copy or the publication of original data (e.g. 
snippets). Allowing the use in exchange for a licence 
fee is in principle at the free discretion of autonomous 
private market participants, so there is no compulsion 
to make such contracts unless a refusal to do so would 
be an infringement of competition law. Large market 
participants (such as the search engine “Google”) thus 
often have better conditions (sometimes even free li-
cences) because publishers, for example, are depend-
ent on Google’s indexing, and this means that provid-
ers with less market power are discriminated against. 
One danger of this situation is that publishers may 
demand exclusive contracts (or a guarantee that no 
comparable licence terms will be agreed with certain 
competitors), so competitive relationships might be 
moved to secondary markets, to the disadvantage of 

the webcrawlers.  

It is controversial whether pure information extraction 
by means of text and data mining should even con-
stitute a form of use that can be licensed. Unlocking 
new knowledge on the basis of data available on the 
world wide web could also be understood as a new 
business model for data refinement. The fundamen-
tal question here is whether authors or information 
aggregators such as press publishers should receive 
a share of the value created by data refiners. On the 
one hand there is the expectation of data value chains 
based on license-based business models. On the other 
hand, there is a danger that exclusive protection could 
hinder progress and the exchange of knowledge, and 
that this could lead to an information monopolisation. 
Therefore, the question of whether information itself 
should remain common property is also relevant in 
this context, as well as the debate about the relevance 
of “data ownership”.

The key central question is therefore how legislation in 
the area of “Smart Data” can create effective freedom 
from discrimination. This problem would not arise if 
there was a general permission for text and data min-
ing which would permit temporary acts of reproduc-
tions exclusive for the extraction of information. Alter-
natively, mechanisms would need to be established 
under competition law to permit access to information 
under non-discriminatory terms.  

 

Impulse 5: Creation of a non-discriminatory legal frame-
work for text and data mining and for webcrawling
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Analysis of the current discussion  
on the “right to data”

A decisive factor in creating a European data economy is access to and the usability of non-personal data. The 
current legal debate revolves around the creation of “data ownership” with the goal of increasing the marketa-
bility of data. But it must also be taken into account that data ownership implies an unambiguous allocation of a 
data item to a specific owner and a clear distinction between data personal and non-personal data. The creation 
of exclusivity rights could therefore lead to difficulties in demarcation and to unintended legal consequences.

The following article deals with the legal derivation of such a right to single data items and the associated conse-
quences. Besides there is already a legal protection of databases. The result of this consideration shows that the 
creation of a right to single data items is unlikely to provide an adequate solution.
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“Data sovereignty and the right of the database maker” –  
the right in individual data items vs. rights in data  
collections
Dr. Alexander Duisberg, Bird & Bird LLP* 

I. Objectives and context

This working paper aims to describe the legal require-
ments and parameters for the transactional treatment 
of data as an economic asset under existing law (de 
lege lata) and under future law (de lege ferenda). The 
topic can be considered at two levels. The first level is 
the question of the legal attribution and right of dis-
posal for the individual data item, the second relates 
to rights of disposal, access rights and treatment rights 
for data collections. The first step in this consideration 
will be to outline the state of the discussion about the 
concept of “data sovereignty” (deliberately avoiding 
the commonly used term of “data ownership” because 
it is legally misleading) (see section II.). This will be fol-
lowed by a consideration of the rights of the database 
maker, which is currently the major legal instrument at 
the centre of the discussion (cf. section III.).

II. Data sovereignty — the state of 
the discussion 
1.	 Preliminary considerations: “open” and “shared” 
versus proprietary data domains

The discussion about “data ownership” or other pro-
prietary “rights to data” captures the imagination of 
lawyers. But it must be noted that our legal system – 
like practically all other current legal systems – does 
not recognise any absolute and exclusive “ownership” 
of data or datasets as such, neither under property 
law nor in any other form (Section 903 sentence 1 and 
Section 90 of the German Civil Code/BGB). This means 
that all statements in the current discussion are fo-
cused on possible future law (de lege ferenda) and 
the question of whether there should be a concept of 
“data ownership” under civil law.

1.1	 Socio-economic factors
This question goes far beyond the question of whether 

and how such an absolute data right could be justified 
– in fact it is deeply socio-economic in character and 
cannot be fully clarified by purely legal considerations. 
The main goal in this respect is to move as far as possi-
ble towards an open, innovation-oriented legal cul-
ture and to examine whether possible exclusive rights 
in data could actually hinder innovation.4 Just like the 
open source approach in the world of software devel-
opment and software applications plays a decisive role 
for the innovation, scaling and growth of entire ecosys-
tems (for example in the expansion of the app econ-
omy), we can equally well imagine – at least in theory 
– that an “open” or “shared” approach could become a 
central key to the success of certain models in budding 
the data economy. Amongst other things, the Recitals 
of the Public Sector Directive (“PSI Directive”) under-
line exactly this point.’5 

1.2	 Factors under competition and antitrust law
The associated questions about technical standards, 
open platforms, regulated non-discriminatory access 
and interoperability6 are partly related to questions of 
competition and antitrust legislation both under ex-
isting law (de lege lata) and under future law (de lege 
ferenda) (cf. the separate considerations of the legal 
working group). They express and reflect the factual 
reality that there are a number of proprietary data 
domains which are owned and controlled by individ-
ual companies or groups of companies – and in some 
cases data monopolies and oligopolies. The legal an-
swers to these questions are currently incomplete, but 
in the framework of this discussion they need not be 
discussed in detail. But they will become significantly 
more important in the future.

1.3	 Linear value creation chain versus digital eco
system
At the same time, there are statements to the effect 
that “dominion over data” and the “fight for data sov-
ereignty” are one of the factors, or even the decisive 
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factor, for the development and establishment of val-
ue creation chains in the digital economy. This value 
creation is no longer mainly linear in structure. Rather, 
in the process of digitisation we are moving towards 
value creation in data ecosystems, where the econom-
ic gain for the individual participant is defined by the 
level of networking, and its evaluation by the other 
participants in the network. 

The party that “has the data” thus determines the 
rules by which the other users and data exploiters 
must act. In this context, aiming for “data sovereignty” 
is best understood as competing for the meta data.7 
On the one hand, collecting, accessing and evaluating 
meta data provides a time advantage and first access 
to information, which can consolidate the participant’s 
own value creation chains and business models. On 
the other hand, controlling the meta data allows the 
participant to secure its own company and trade se-

crets which are contained in the meta data. Against, 
third party access. In light of these aspects, we can see 
a need for guidance and possibly regulation (in case 
self-regulating market forces do not accomplish) in 
two areas – which have in fact been articulated in the 
industry – (i) introducing appropriate protective mech-
anisms for “proprietary” data content, and (ii) legal 
clarity as to how to suitably structure value creation 
chains and data ecosystems.8

1.4	 “Information” as an asset to be protected
First of all, the conceptual and material difference 
between “data” and “information” is relevant here. 
A simple data point does not have any significance 
as information (e.g. “sensor data point 19”). The in-
formation content of a data point can only be deter-
mined by means of its assigned reference features 
(meta data) and the context of this data point in rela-
tion to other datasets.  
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Against this background, we may ask whether this 
need for protection and legal clarity (and regulation) 
should apply more to the data as such, or to the poten-
tial of the information which is embodied in the data or 
can be obtained by evaluating the data. The latter op-
tion could indicate that legal protection should be ap-
plied as the “right level” – i.e. not so much at the level 
of the individual data point or data set as such, but 
rather at the level of the contextuality of data. In other 
words, the question is why the focus of legal protection 
should be placed on the protection of individual data 
points (the “bare raw data”) if the quality of data that 
might be worth protecting actually only arises from the 
contextuality (especially meta data and/or the corre-
lation with other datasets) and, building on that, the 
resulting content deriving from the data.7

This could lead to the conclusion that an approach 
which does not define proprietary data, or even 
deliberately omits the concept of proprietary data in 
favour of a generally free approach – although this 
would not necessarily also lead to an obligation to 
permit open participation or “sharing” – could be 
consistent with protective mechanisms which apply 
(only) at the level of the context or the potential in-
formation – thus including the meta data which de-
scribe the quality of the individual data points. 

As a consequence, legislation approaches which do 
not by default tackle the data point level are likely to 
provide greater flexibility and thus facilitate innova-
tion, scaling and multilateral value creation through 
platforms and ecosystems, as well as by (possibly) 
adopting “shared” or “open” models. The opinions 
outlined in chapter II do not essentially deal with 
these considerations. Therefore the following ideas – 
without this reference – are only immanently summa-
rised and briefly evaluated.

1.5	 Validity of special rights
Of course, all the approaches discussed here are sub-

ject to the proviso that special rights to data which 
arise from the nature of their content (e.g. copyright 
and intellectual property rights to music files) are not 
affected. If we were to assume the existence of pro-
prietary rights to “data as such”, this naturally does 
not invalidate the existing special rights to the con-
tent of the data. This will be clearest in the following 
if we think of “pure raw data”, such as data collected 
by sensors in an industrial environment (e.g. machine 
measurement data).9 

On the contrary, such special rights and the question 
of data rights should be considered separately. The ex-
ample of copyright shows that the underlying goals of 
the special rights cannot simply be transferred to the 
question of “data sovereignty”. According to the clas-
sical legal theory of “copyright”, copyright law is de-
signed as protection from unauthorised reproduction. 
But the originator / author does not typically have the 
capital and the business means to publish and dupli-
cate the work himself, so copyright law aims to ena-
ble him to have an economic share in his work. This 
leads to linear value creation chains (author-publish-
er-bookseller; composer-music publisher-record com-
pany-broadcaster/concert organiser etc.). Compared 
with this system, the direct costs of the reproduction 
and sale of data and digital content in an age of digiti-
sation have in practice decreased to threshold costs of 
zero.10 The underlying principle of copyright law is only 
partly suitable – if at all – as a means to justify, reflect 
or protect (non-linear) value creation chains in the age 
of digitisation.

1.6	 Considerations under data protection law 
From the perspective of data protection law, there is 
another problem if individual data items also have the 
quality of identifiable personal data, or could achieve 
this quality in the course of big data processing. Under 
Section 35 (2) sentence 2 of the Federal Data Protec-
tion Act (BDSG), the affected person is entitled at any 
time to demand the deletion of such data, and this 
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right is constitutionally anchored in the personality 
rights of the individual and the right of information-
al self-determination. This brings up the question of 
what ownership rights to individual data items are 
worth – even though they are a protected basic right 
under Article 14 of the German Constitution – if they 
can be withdrawn and destroyed at any time by an 
arbitrary unilateral declaration of an unknown third 
party.

2.	 Proprietary approach

Several commentators in the literature advocate the 
creation of ownership rights or property-like exclusiv-
ity rights to data, but they do it with a variety of theo-
retical approaches and reasons. The reasons given for 
such rights especially involve creating incentives for 
companies to collect, store and share data and thus  
to develop their own data market.11 It is suggested 
that such a market is not attractive without a clear 
legal allocation of data because data lose their value 
as soon as they are known to a third party.

2.1	 Right of ownership by analogy with the law on 
tangible property 
2.1.1 “Data creator”
Some authors, especially Zech, propose that a right of 
data ownership should be inferred directly from the 
provisions on tangible property (Section 903 sentence 
1 and Section 90 of the German Civil Code (BGB).12 It 
is suggested that such a right of ownership is based on 
the creation of data by import or coding and should 
therefore be assigned to the data creator as the orig-
inally entitled party. The decision on who is the data 
creator is then based on economic factors, so in a ser-
vice contract the client or employer would be classed as 
the data creator.  

The creation of a (transferable) exclusivity right is mainly 
justified by suggesting that it would permit a clear allo-
cation in the use of the data and a clear assignment of 

claims for compensation (e.g. damages or unjust enrich-
ment ). It is proposed that although different contractual 
provisions can be agreed, a right of ownership would at 
least provide a starting point for contractual provisions 
and a fundamental decision-making criterion in the ab-
sence of any provisions.13

This approach may be plausible for practical reasons, 
but it brings up the question of whether the assump-
tion behind the analogy, i.e. the unintended gap in 
the legal provisions and the relevant interest in an 
analogy-based solution, actually exists. Undoubtedly, 
the authors of the German Civil Code (BGB) could not 
anticipate that the existence of digitised data would be 
a subject of legal discussion 100 years later. But now 
there are indeed numerous other special provisions for 
data, so the existence of an unintended gap in the pro-
visions must be denied.14 And the justified interests of 
the parties are also different, because tangible proper-
ty rights require an exclusive assignment of property, 
but the Federal Constitutional Court underlines that the 
individual does not have any rights in the form of an 
absolute and unlimited dominion over “his” data, but 
rather has a personal identity which unfolds within the 
social community and depends on communication.15

2.1.2 Section 950 of the German Civil Code (BGB)
Ensthaler also advocates that provisions from the law 
of tangible property should be applied to data law. But 
he suggests that there is not a right of ownership as 
an all-embracing entitlement under Section 903 sen-
tence 1 of the German Civil Code (BGB).16 Instead, he 
proposes that the ownership question should be based 
on Section 950 of the Civil Code, i.e. that the person 
who processes information as “raw material” should 
acquire ownership unless the value of the processing is 
less than the value of the raw material. Similar to intel-
lectual property rights, the processing party is thus not 
merely granted a contractual claim for compensation 
from the owner, he actually becomes the owner.  
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He suggests that this is reasonable because the raw 
data normally only become valuable when processed. 
This means that the company which provides the 
technical ability to collect and transmit the data on the 
relevant device would then be regarded as the pro-
cessing party.17

2.2	 Right of ownership by analogy with protection 
under criminal law
In a much discussed essay, Hoeren has attempted to 
justify a right of ownership in accordance with the 
value judgements in Sections 303a and 303b of the 
German Criminal Code (StGB), at least under future 
law (de lege ferenda).18 He argues that the protection 
provided in Sections 303a and 303b of the Criminal 
Code is based on the possession of recording devices 
and processes. Thus he suggests that a right of owner-
ship should be inferred from the “act of scripting” and 
should be the sole prerogative of the “scribe”. In a nut-
shell: the person who records the data can keep them 
and exclude others from using them, or make such use 
dependent on his approval. 

Here, the question is whether the protection provided 
under criminal law can really be claimed to be similar to 
the protection of a concept of ownership under civil law 
which focuses on proprietary use and establishing the 
creation of value. And Heymann — not without justifica-
tion — sees the risk of a circular hermeneutic argument. 
In practice, the scripting-based approach also seems to 
create more questions than it solves. If we consider the 
complete virtualisation of data control and data record-
ing that is achieved in many applications — including 
the associated reproduction by service providers and 
sub-contractors — every autochthonous recording would 
be an “act of scripting” which would lead to proprietary 
rights, and the resulting rights may then need to be re-
transferred or reassigned to the “first scribe” or to the 
user of a cloud solution by means of contractual agree-
ments, although the process involves the same datasets 
or datasets with fully identical content.  

Boesche/Rataj19 propose a solution which would allow 
the data ownership to be allocated without recourse 
to contractual provisions. This would happen in two 
stages. In a first step, the data must be distinguished 
according to their type and purpose. In case of data 
concerning the status of the terminal device, the data 
are likely to be allocated to the producer. But if the 
data deal with patterns of use, this would mainly be 
assigned to the third party (e.g. the service provid-
er). This process is suggested as a way of determining 
where the main focus of the act of scripting lies and 
who is responsible for the main activities involved in 
the act of scripting. 

2.3	 Emoluments (Section 100 of the German Civil 
Code/BGB)
By contrast with the above positions, Heun/Assion 
consider on the one hand that individual datasets are 
not suited for an ownership concept. Rather, they pro-
pose that the pecuniary advantage which arises from 
the factual availability of the individual data should 
be allocated as a “proprietary” right by recognising it 
as usage of the data medium. In contrast to the act of 
scripting they do not focus on the act of creating or 
collecting data, instead they focus on the actual au-
thority or title to the data medium that contains the 
individual data.20 The assumption — following the ba-
sic idea of Section 100 of the German Civil Code — is 
that this then leads to an exclusive right to the “use” 
of the data contained on the data medium. In this con-
nection, however, Heun/Assion emphasise that there 
can never be uniform answer to the question of who 
the data “belong to”, but that the answers must al-
ways be found on a case by case basis.21 

This approach is interesting, but at the same time it 
reminds us of the early period in software law when 
the rights to the software were also closely linked with 
the ownership rights to the data medium containing 
the software — and this even extended to the justifi-
cation of the idea of software as a legally recognised 
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object in general terms of business and the provisions 
of the law of obligations.

If we follow the logic of virtualisation and see how le-
gal practice of the software law has departed from its 
insistence on a data medium as a justification for inde-
pendent rights to software (naturally also as a result of 
the implementation of EU directive 2009/24/EC on the 
legal protection of computer programs), we should 
spare ourselves this “detour via the hardware” as a 
way to to justify possible rights to data. The progress 
of virtualisation and distributed computing processes 
(cloud & Co.) means that this “recourse to the hard-
ware” would take us back to the 20th century, not for-
ward into the 21st century.

Nevertheless, the idea that data should have separate 
legal protection as emoluments — which would not have 
the same legal force as an absolute right — is still an in-
teresting approach which is worth further consideration.

2.4	 The fruit of an object (Section 99 of the Civil 
Code/BGB)
In a similar view to Heun/Assion, Grosskopf22 proposes 
that data are the fruit of the object which produces 
them and therefore belong to the owner of the object 
(Section 953 of the Civil Code). This would mean that 
the right to the fruit arises from ownership of the ob-
ject which produces the fruit. 

One argument against this approach suggests that 
fruits can only be physical objects and that data can 
therefore not be classified as fruits.23 Other authors 
suggest that the data should not be seen as a prod-
uct of the object which generates the data but as a 
product of the object or person which the data refers 
to.24 This would mean that data do not necessarily be-
long to the owner of the object. Even if the data were 
deemed to be such fruits of the object which gener-
ates the data, this would not automatically make the 
data into an object or lead to a right in the data. 

2.5	 Right of ownership of the data subject
Other authors advocate ownership rights or at least 
quasi-ownership rights for the data subject, but de-
tached from Sections 903 ff. of the German Civil Code. 
The existence of such a right is justified in various 
ways. Some authors base it on personality rights as a 
form of the right of informational self-determination, 
others derive the right of ownership implicitly from 
the comprehensive data protection rights and enti-
tlements of the data subject.25 In both cases, the data 
subject receives  an absolute legal position in relation 
to all third parties, which is a typical feature of the 
right of ownership.

2.6	 Legislative initiative for a “Data Act” 
The Federal Ministry of Transport and Digital Infra-
structure (BMVI) is possibly following a proprietary 
approach to the specific area of vehicle data. A strategy 
document presented by the Ministry in March 201726 
points out that on the one hand data are not objects 
in the legal sense and therefore are not suitable for 
ownership.27 However, in conclusion it suggests that 
data should be deemed equivalent to objects and thus 
be clearly allocable to natural persons or legal entities 
as “property”.28 In future, it proposes that the relevant 
rights of disposal should be allocated to the party “to 
which the creation of the data is attributable.”29

The practical importance of this strategy document 
is especially seen in the area of mobility, in particular 
in vehicle data. A modern mass-produced car already 
produces up to 25 gigabytes of data per hour, for ex-
ample regarding the weather, routes, traffic conges-
tion and hazardous situations.30 As a matter of prin-
ciple this data should “belong to” the vehicle holder 
who has purchased the vehicle. Without the (revoca-
ble) consent of the affected party to the use of his/her 
personal data, the Ministry considers that any process-
ing and networking of the data may only be done in an 
anonymous and pseudonymized form. 
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3.	 Open data approach

Within the community of authors fostering the open 
data approach, the notion of owning individual data is 
rejected and an approach that favours the free use of 
data is mainly taken. 

Advocates of this opinion currently see no need to 
create such legal regulations, they consider that the 
instruments which are already available are both le-
gally31 and economically32 sufficient. They especial-
ly believe that contractual agreements can provide 
enough protection. Moreover, they think that a data 
owernship right would create economic uncertainties. 
They consider that a generalised allocation of rights 
in data without striking a balance through rights of 
access and participation would hinder innovation, in 
particular given that big data applications depend on 
large volumes of data.33 In its outcome, this view can 
draw on the reasoning given by the Federal Constitu-
tional Court in its national census ruling of 1983, in 
which it has regarded information (including personal 
data) as an “image of social reality [...] which cannot 
be allocated exclusively to the affected person”34 

In furtherance to that consideration, the main ar-
gument for an exclusive right in data, which appear 
to state that data processing and the development 
of a data market would lack incentives without such 

rights,35 is not convincing provided that businesses 
maintain valid options to preserve their secrets.36 In 
fact, exclusivity rights are superfluous in that context, 
where usage rights (such as in data) are non-rival.37 

In order to ensure an effective data protection of data 
(whether under personality law or for economic rea-
sons), data rights are recognised at different levels of 
intensity. 

3.1	 Protection of the information represented in data 
Hoppen rejects an ownership right for data simply 
because the protection of such rights is not feasible 
on principle due to the lack of a physical embodiment 
of the data.38 He suggests that the prime concern of 
the “owners” of data is not the protection of the data 
as such, but rather the protection of the information 
which is abstractly represented by the data, or rath-
er the knowledge embodied in this information.39 He 
states that data can be freely and accessibly transmit-
ted and copied as long as the content is not identifia-
ble, i.e. is encrypted. Hoppen suggests that legislation 
should focus on unencrypted data portfolios and on 
the protection of proprietary rights regarding informa-
tion and knowledge.40

3.2	 Protection by means of protection goals
The approach advocated by Heymann is similar in its 
outcome. He argues that an ownership right to pro-
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tect individual data is explicitly not desirable, and that 
it would neither be a solution to any of the questions 
related to the allocation and control rights in data.41 
He proposes to consciously abstain from stipulating 
any ownership right in data. Instead, he argues that a 
concept of proper data processing based on protection 
goals should be aimed for, in order to safeguard objec-
tives such as the confidentiality, integrity, “intervenabil-
ity” and portability of data.42 Taking the diversity of data 
into considerations he rejects a generalised solution.43

3.3	 Protection by flexibility of private autonomy
Sahl also rejects a generalised, “static” solution to the 
allocation of data rights.44 In its place, he recommends 
individual data usage contracts. He concedes that this 
approach has its weaknesses, especially in preventing 
third party infringements,45 but he suggests that such a 
system would suit the “dynamic development” of digital 
markets and business models and the requirements of 
the individual case better because of its greater flexi-
bility.46 He considers that a general statutory provision 
is not necessary if some fundamental elements are 
maintained in every data use contract.47 He queries as a 
fundamental issue and concern is in whose favor such a 
“one size fits all” solution would be determined.48 In his 
view, a legislative solution would automatically benefit 
one of the parties, and that this is unlikely to do jus-
tice to the large number of different cases and interests 
which can exist in various constellations.49 

Ernsthaler doubts that such a solution would be of 
any benefit. He believes that a contractual agreement 
does not answer the question of who the data are 
originally allocated to, i.e. who they belong to.50 He 
believes that the exchange of data will only work by 
virtue of a person giving something in consideration 
for receiving something that did not belong to him be-
fore. He therefore considers that the question of the 
allocation of rights should be answered apart from the 
contractual options.

3.4	 Transferable exclusivity right of the economical-
ly responsible data creator 
Specht/Rohmer advocate a right of exclusivity in data 
that is based on the investment protection under Sec-
tions 87a et. seq. of the Copyright Act (UrhG).51 They 
suggest that although individual data are not protect-
ed by those provisions, the allocation of rights in data is 
still based on the principle that the party which signif-
icantly invests in the procurement etc. of the affect-
ed data is the party which has or deserves a right of 
exclusivity.52 In this connection, Specht/Rohmer want to 
distinguish between personal and non-personal data, 
but they admit that a distinction can only be made with 
difficulty in the individual cases.53 

3.5	 Extension of the concept of ownership
A similar approach is taken by Schwartmann/Hentsch, 
who also regard the Copyright Act as a model for new 
data usage rights.54 To this end, their first goal is to cat-
egorise data so that a graded scale of protective con-
cepts can be applied. They also suggest that the legis-
lator should extend the concept of property in Article 
14 (1) of the German Constitution to include “virtual” 
property.55

3.6	 Right of erasure versus the right of ownership
As discussed above,56 there is also a problem under 
data protection law that adds a striking argument 
against assuming ownership rights in individual data-
sets which would pose a significant challenge in align-
ing with suggested ownership rights in data. Wherever 
individual datasets also have the quality of personal 
data, or can be related to identifiable persons by other 
means, e.g. in combination with other data records, 
the data subjects can claim data deletion (“right of 
erasure”) at any time, as well as object to any forms of 
processing that are not justified in law. These rights are 
anchored constitutionally in the data subjects’ person-
ality rights and the right of informational self-deter-
mination. How could an ownership right in individual 
datasets exist — even if it is anchored as a fundamen-
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tal right under Article 14 of the German Constitution — 
if it is in constant pending conflict with a possible right 
of deletion that a data subject can action at any time 
against the “data owner”, based on the data subject’s 
fundamental right under Article 2 (1) of the German 
Constitution (right of informational self-determination) 
and the related right of erasure under data protection 
law. Given the “absolute” nature of exclusivity rights 
and property law, which normally persist in perpetuity, 
any such ownership right in data would be deprived of 
those key characteristics from the start - and limiting 
such ownership right to “non-personal data” does not 
appear viable given the fluidity of what might turn out 
to be personal data after all.57

III. Rights to data collections — rights 
of the database maker
In the view of the present author, therefore, it is not 
possible or desirable to derive ownership protection 
for individual data records from the provisions of civil 
law, so the key to the structure of data transactions 
should be found in the rights of the database authors. 
Therefore, the following section will look at the in-
dividual components of this right in more detail and 
point out where the law could be supplemented. 

1.	 Requirements in Sections 87a et. seq. of the  
Copyright Act (UrhG)

1.1	 Definitions
Section 87a (1) of the Copyright Act defines a database 
as a collection of works, data or other independent ele-
ments arranged in a systematic or methodical way and 
individually accessible by electronic or other means and 
whose obtaining, verification or presentation requires a 
substantial qualitative or quantitative investment. How-
ever, according to settled case law, economic expens-
es to procure the data (e.g. installation, development 
or operation of sensor equipment) are not recognised 
as investments under Section 87a (1) of the Copyright 

Act.58 Only direct investments in the database are cov-
ered.59 The maker of a database is deemed to be the 
party which has made this investment. This party does 
not need to have participated directly in the produc-
tion of the database, the decisive question is who bears 
the economic risk which is associated with the creation 
and maintenance of a database.60 If the activities of the 
database creator do not fall under the investment con-
cept even though the database producer has invested 
much in the procurement of the data but relatively little 
in the systematic structure of the database as such,61 
protection of related rights under competition law may 
apply on the basis of the subsidiary relationship of un-
fair competition law to the right of the database maker 
(RDB) in this case.62

1.2	 Scope of the protection 
The legal definition underlines that the concept of the 
database can be understood very broadly. By contrast 
with the situation before the introduction of the data-
base directive 96/9/EC, which was implemented in Sec-
tions 87a et. seq. of the German Copyright Act (UrhG), 
legal protection does not depend on a fixed (e.g. elec-
tronic) form,63 nor does it require a certain number of 
data items or elements.64 This means that protection is 
not only afforded to “creative” databases in which the 
selection or arrangement of the content in the data-
base represents an independent intellectual creative 
act by the author,65 rather there is a protective right for 
databases in their own right (sui generis database right) 
which protects significant investments in the procure-
ment, review or presentation of the database content. 
In its core, therefore, the right of the database maker 
(RDBR) describes the eligibility of the investment in an 
organisational structure for the electronic selection of 
datasets for protection, but not the eligibility for protec-
tion of the individual data items as such.66 The eligibili-
ty of this organisational structure for protection there-
fore focuses on the contextuality of datasets, but not 
necessarily on the content of the individual data item. 
Naturally, there are or can be points of contact, overlap-
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ping and similarities with the content of individual data 
items or the entirety of individual data items that can 
be parameterized. Consequently, the protection under 
Sections 87a et. seq. of the Copyright Act is limited to 
investments in existing data and their collection or clas-
sification.67 The protection excludes investments which 
are made to generate the data as such, as a means to 
make up the content of a database. Data which are yet to 
be generated are thus not covered by these provisions. 

At this point it is again clear that database rights do not 
protect the data which are collected and appropriate-
ly categorised.68 Sections 87a et. seq. of the Copyright 
Act do not apply to the content — i.e. the data entered 
in the database — and do not constitute (new) infor-
mation protection rights.69 Under present legislation, a 
final answer to the central question about data sover-
eignty cannot be given on the basis of the criteria apply-
ing to database law. However, the consultation process 
announced by the EU Commission for the end of 2017 
and running in 2018 to review the database directive 
offers the opportunity to discuss how the scope of the 
protection could be reasonably extended. 

1.2.1 Application to meta data
Two topics are especially important when we define 
the concept of a database. On the one hand, it must 
be considered whether the sui generis protection for 
databases should be extended to meta data as such by 
way of an appropriate interpretation or extension of 
the applicable criteria. In the light of sub-section II.1.3, 
such an understanding could be a useful extension 
(especially where meta data also constitute or contain 
company and trade secrets).

1.2.2 Application to semi-structured and pre-structu-
red data 
On the other hand, it deserves being discussed wheth-
er the right of the database producer should apply 
to semi-structured or pre-structured data. Specifical-
ly, the question is at which point the data collection 

should be deemed as systematically or methodically 
arranged, and where, by contrast, it merely consti-
tutes a “pile of data”. The distinguishing feature cited 
by the European Court of Justice is whether the col-
lection includes any technical or other means (e.g. 
an index or organising structure) which enables each 
independent element contained in the collection to be 
localised.70 In other words, a database is deemed to 
exist if each of its parts can be located by such means, 
whereas a “pile of data” does not have such a feature.

1.3	 Contractual partners outside the EU 
Where a contractual party makes an agreement for 
the allocation of data usage rights outside the EU, it 
must be taken into account whether the foreign con-
tractual partner is at all entitled to claim database 
rights be database rights under Section 87a of the 
Copyright Act (UrhG),71 respectively which difficulties 
may arise in enforcing any such rights. 

1.4	 European database rights as a role model 
beyond?
As much as the database rights, complimented by 
contractual solutions may appear incomplete, we do 
see an opportunity to further discuss and consider 
changes made at the European level to given a leading 
example and function as a “role model”.72 The crucial 
step proposed to achieve this is that any new ancillary 
rights should be positioned a strict subsidiary manner 
in relation to the other “instruments of supplementary 
protection under competition law”, and, further, that 
the exemptions and limitations to such rights should 
be aligned with European copyright law.73 This comes 
as an opportunity in light of the challenges of with da-
tabase rights, as currently perceived worldwide .74

2.	 Company and trade secrets

Zech75 points out that an exclusive right to data can be 
achieved not only by means of ownership, but also by 
factual exclusivity if the data are kept secret (protection 
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of factual exclusivity). But if the secret is disclosed, this 
exclusivity ends, and by contrast with a genuine right of 
exclusivity there is then no (legally granted) exclusivity.

In addition to this important pillar to represent and im-
plement the legal means to perform transactions with 
of data collections through suitable instruments (data-
base licence agreements, transfers of rights to data-
bases, etc.), the protection of trade secrets (Section 17 
of the Act on Unfair Competition/UWG) and the - less 
clearly defined - general protection of know-how can be 
seen as the second pillar in the context of data collec-
tions and, where applicable, the protection of individual 
data items. This may result in quasi-proprietary rights 
both to data collections and, where applicable, to in-
dividual data items. However, in essence the statutory 
framework is actually designed and limited as rights to 
protect data against unauthorised access, interference 
and exploitation under civil and criminal law. 

The European directive on the protection of confiden-
tial know-how and business information (trade secrets) 
which came into force in July 2016 will largely harmo-
nise the different levels of protection in the member 
states and create minimum standards throughout the 
EU. For the German legal framework — which so far 
has been lacking an aligned approach for the protec-
tion of trade secrets in Germany (cf. for example Sec-
tion 611 of the Civil Code, Sections 17 and 18 of the 
Act on Unfair Competition (UWG), Section 823 of the 
Civil Code) — this will bring changes in the systemat-
ic legal structure and especially in content. In future, 
for example, one criterion for assessing a trade secret 
is whether the relevant information is of commercial 
value and whether the owner of the secret has taken 
reasonable measures to protect its confidentiality (Ar-
ticle 2 No. 1 of the directive). Especially the first aspect 
is problematical in view of the fact that a “data value”, 
as has been shown, can only arise from a certain vol-
ume of data. Here, we see that the directive is based 
on Article 39 (2) of the TRIPS Agreement, and has not 

been adapted to the circumstances of today. In terms 
of legal consequences, the directive comes closer to an 
industrial property law in that the owner of the secrets 
can now assert rights of recall and destruction (Article 
12 of the directive). Similarly, the protection of secrets 
in court proceedings (Article 9) and the protection of 
whistleblowers are strengthened. 

IV. Initiative “Creation of a European 
data economy”
In its position document of January 2017,76 and most re-
cently in a proposed regulation for free transactions with 
non-personal data of September 2017,77 the European 
Commission has emphasised the high economic impor-
tance of data and data services and outlined further key 
points for the creation of a European data economy. In 
2015 the value of the EU data economy reached 272 
billion euros, which already came to 1.87% of the gross 
domestic product of the EU.78 It is estimated that this will 
rise to 3.17% by 2020. On the other hand, only about 4% 
of all data are actually stored in EU countries.79 The Com-
mission is taking this development as a reason to expand 
the legal framework for a digital single market in order to 
exploit the full data potential within the EU in future.80

As a result of technical developments, especially the 
possibility of data connectivity, there are now new ways 
to access data. The traditional physical access to data 
is increasingly being replaced by remote access.81 To 
harness these opportunities, the Commission wishes to 
remove unjustified hindrances to free data transactions 
and to remedy the legal uncertainty that prevails in 
many areas. Such “digital border controls”82 especially 
consist of public authority regulations concerning the 
place of data storage and the processing of data and 
take the form of legal provisions, administrative regula-
tions, or administrative procedures.

The proposal for a regulation on non-personal data 
supplements the European provisions for the protec-
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tion of personal data, especially under the General Data 
Protection Regulation (GDPR). This underlines the Com-
mission’s goal of creating a more competition-based in-
tegrated single market for data processing services and 
activities.83 It especially aims to achieve this by remov-
ing obstacles within the single market (i.e. geo-blocking) 
and by simplifying the transmission of data. 

In its consideration of the creation of free data trans-
actions in the position document of January 2017, the 
Commission also touched on the question of data own-
ership, but without presenting a final solution. Instead, 
it gave indications of how a right of the data creator to 
non-personal data could be structured.84 It suggested 
that the owner or long-term user of a device (i.e. the 
party in possession of it) could have the right to use the 
data or permit others to use the data. It was suggested 
that this would give the data creator greater freedom to 
decide what could happen with the data generated by 
its machine, and that it would also help to avoid exclu-
sive access to the data.85 At the same time, it was sug-
gested that exceptions should be created, for example 
for transport management or environmental reasons. 

However, there are several reasons which lead us to re-
ject a right of the data creator.86 First of all, the existing 
provisions of civil and criminal law already offer suffi-
cient instruments to protect the data.87 Secondly, espe-
cially for machine-generated data there is the difficult 
question of who should be regarded as the data creator. 
According to the Commission, such data are “generated 
by machines without any direct human intervention 
in the course of computer processes, applications and 
services or by sensors which receive information from 
virtual or real devices or machines or from a software 
program.”88 Therefore, a number of different legal sub-
jects could be regarded as the data creator, for example 
the manufacturer of the device or the software, their 
owner, their user, the party which invested in the devel-
opment of the device or the party which operates and 
paid for the device.89

V. Conclusion

The discussion about the expediency of creating data 
ownership rights and the associated question of data 
sovereignty is in a state of flux. However, the analysis of 
the different arguments and approaches shows that in-
dividual data items themselves are generally not worth 
and adapt for an allocation of eligible for ownership 
rights. In addition to the difficulties in providing techni-
cal implementation that would safeguarding related sys-
tems and controls, this is especially due to overall eco-
nomic reasons. A generalised assignment of exclusivity 
rights in data, without at the same time creating rights 
of access and participation to mitigate such legal posi-
tion, would entail a high risk of creating obstacles for in-
novation and preventing the desired “free flow of data” 
even before it begins. On the other hand, the protection 
of individual data items and data collections by contrac-
tual agreements or by way of protecting databases in 
their own right (sui generis database rights) is likely to 
enable dynamic developments and allow for addressing 
a multitude of specific situations on an individual basis, 
leaving it to the parties concerned and participants in 
the market to address and regulate their commercial, in-
formation society and other potential interest in sharing 
and exchanging data in appropriate ways. 

As a result and given the nature and potential value of 
data put in context, emphasis should rather be on con-
sidering the protection of data collections rather than 
individual data items. This can be seen, for example, in 
meta data which only have a value as a result of bring-
ing together and correlating of different data items and 
types of data. The statutory framework lies  in Sections 
87a et. seq. of the German Copyright Act with its sui gen-
eris protection of databases and which is not dependent 
on a specific level of creativity. These provisions are sup-
ported by the protection of know-how (especially under 
Sections 17 and 18 of the Unfair Competition Act/UWG 
under current law), which will be enhanced by a more 
uniform standard of protection when the European Trade 
Secrets Directive is implemented into national law. 
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Data collection and creation of a European 
data economy

Data are often contained in texts, images or databases, and to generate data value chains they must first be ex-
tracted using text and data mining technology. But in the discussion about the creation of “data ownership” we 
have already seen that copyright and intellectual property rights can also create undesirable practical obstacles 
to access. 

The following article deals with this problem from the perspective of a start-up and discusses current develop-
ments in relation to text and data mining (TDM) and the extension of the ancillary copyright for press publishers 
at the EU level. A simple TDM permission based on the fair use doctrine which is compatible with international 
copyright agreements is proposed as an appropriate option for a solution. 
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Text and data mining in the context of smart data —  
an economic perspective
Patrick Bunk, Ubermetrics Technologies GmbH

In the course of the smart data research projects, data 
value chains should be established to enable large, small 
and medium-sized companies to access key technology 
in the process of digitisation and thus participate in the 
budding of a European data economy. This perspective 
is not supported by the current position of the German 
Government on the European copyright law reform and 
the German regulations for text and data mining (TDM) 
from the perspective of copyright law.

At the European level it is currently being discussed 
whether permission for TDM should be created, but 
limited to research institutes and only for research 
purposes.90 As a consequence of this proposal, it must 
be feared that the use of TDM by private entities or for 
commercial purposes will always require the approval 
of the copyright holder.91 At the same time, the reform 
aims to extend protection to the products of press 
publishers without any requirements for the level of 
creativity of the data and without any exceptions even 
for extremely short text extracts.92 This would mean 
that normal texts would also be protected as soon as 
they are included in a press publication, even if they 
only consist of single words, and thus they would be 
removed from public use for 20 years. 

In Germany, the planned Act on Copyright in the 
Knowledge Society93 also aims to allow TDM only for 
non-commercial research purposes (Section 60d of 
the Knowledge Society Copyright Act/UrhWissG-E). 
The use of TDM technology by business enterprises 
and start-ups, which is becoming increasingly impor-
tant in practice, could therefore be hindered by the 
rather impractical need to obtain licences, and this 
would impair the competitiveness of such companies 
on international markets.

To understand the effects of this proposed reform on 
data value chains, it is helpful to start by considering 
the concept of “text and data mining”, which is a new 
idea in the legal context.

1.	 Text and data mining 

Text and data mining (TDM) can be defined as a process 
by which high quality information or connections are 
extracted from texts or data. These processes have been 
a regular element of computer science for decades and 
can be found in many different fields of application.

A classic example of TDM is the search function in a 
Windows, Mac or Linux operating system. This func-
tion analyses all documents on the PC, automatical-
ly makes copies of all sentences in all documents and 
stores them in structured form in a database. As soon 
as the user searches for a document by entering any 
part of the document in a search mask, the informa-
tion is retrieved in a fraction of a second, but it is re-
trieved from the database, not the original document.

There are many other examples of TDM:

	 Spellchecking and grammar checking, and many 
other types of machine-based analysis of human 
language 

	 Pattern recognition processes which make it possi-
ble, for example, to click on phone numbers con-
tained in e-mails on a smartphone 

	 Trend detection and analysis
	 Spam detection
	 Internet-search engines such as Bing, Google, 

Qwant or Cliqz

Most processes based on artificial intelligence (AI) are 
TDM technologies by definition because they “learn” 
high quality information in the form of rules from data 
or test input. Recent breakthroughs in the last 5 years 
have shown that AI technology is able to deal with 
monotonous information extraction and classification 
tasks. For example, there are applications which can 
sort texts by the language they are written in, recog-
nise a bank account number on an invoice or identify 
animals on pictures. 
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2.	 How do today‘s artificial intelligence algorithms 
which are based on deep learning actually work? 

AI technology creates a simplified version of a neuron, 
a human brain cell, and simulates it. In practice, hun-
dreds of such artificial neurons are created and then 
connected to each other. This neural network receives 
certain input data, such as animal images or sentenc-
es, together with a classification which is then used to 
derive rules by using algorithms. To this end, the rel-
evant algorithms must be shown differently classified 
objects for a long enough time, so that some of the 
simulated neurons learn some of the aspects of the 
problem. As soon as this point is reached, the algo-
rithm can then perform tasks which could previously 
only be performed by a human. 

But this requires a very large volume of data as a start-
ing point so that the patterns can be learned. Nor-
mally this means hundreds of millions or even billions 
of texts and images. But small and medium-sized 
enterprises in particular do not have their own inde-
pendently generated data collections. These only arise 
in very few major IT companies such as Google and 
Facebook. All other users in the fields of research and 
business therefore use the freely accessible public 
data collections on the Internet such as Wikipedia as a 
basis with which AI technologies can learn the struc-
tures in the relevant data. 

3.	 The current legal position

It is currently in dispute whether copyright permission 
must be obtained for TDM, because as the govern-
ment draft of the Knowledge Society Copyright Act 
states: “automated evaluation itself, the core of so-
called text and data mining, is not an activity which is 
relevant to copyright”.

But this statement is not reflected in the practical use 
of TDM. The development, evaluation or improvement 

of TDM processes requires a constant data corpus 
which must be as large as possible in order to meas-
ure the quality of the algorithm. This pre-structured 
corpus always consists of a large number of validated 
documents or data streams which are representative 
of the specific problem. They are at least temporary 
copies, and they are naturally subject to copyright. In 
theory, a use of transient and incidental copies is pos-
sible if they are needed as an integral and essential 
part of a technical process, if their sole purpose is a 
lawful use and if these copies do not have any inde-
pendent economic significance (cf. Section 44a of the 
Copyright Act/UrhG). But up to now, this exception 
can only apply to TDM processes in which the cor-
pus is deleted immediately after the extraction of the 
information.94 In practice, though, this would prevent 
any new development, evaluation or improvement of 
TDM-algorithms in Europe. Furthermore, in the field 
of TDM algorithms it is often necessary, from a user 
perspective or due to data protection requirements, to 
present the analysis results that have been achieved in 
a verifiable form by disclosing the original sources.95

This problem presents companies which use TDM 
technology with two major challenges: 

1.	Regarding millions of texts, they must determine 
whether they are protected by copyright. This re-
quires an individual evaluation of each text to judge 
whether it has the necessary individual level of in-
tellectual creativity, whereby this protection may 
also apply not only to creative works with their own 
distinctive character but even to works with a low 
creative value.96

2.	To obtain licences for the use of such works, the 
companies must identify who are the authors or the 
holders of the exploitation rights of each work.

 
If we take into account the fact that the goal of us-
ing TDM is generally only to extract information — a 
process which is free if carried out by a human — it 
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must be asked whether copyright protection is really 
appropriate in this area. The original intention of cop-
yright protection is to protect the creative intellectual 
activity, not to protect the information itself.97 Ac-
cording to the goal of the existing protection system, 
the information as such should be free for public use, 
otherwise this would hinder social interaction and pro-
gress.98 As long as the exploitation of the original work 
is not affected by TDM, any exception to TDM should 
merely ensure that TDM is not used as a back door to 
other types of use which are relevant to copyright.99

The draft by the EU Commission states: “Text and data 
mining may also be carried out in relation to mere 
facts or data which are not protected by copyright, 
and in such cases no approval is necessary.”100 If this 
argument is inverted, as is confirmed by the inter-
pretation presented by the German Federal Council, 
this means that in all future TDM processes in Europe 
where there could be a risk of using copyright-protect-
ed data, either the explicit approval of each author 
must be obtained, or the relevant TDM process should 
not be carried out at all. 

4.	 Minimisation of liability by filtering out protected 
works as an alternative approach?

As a result of this proposed regulation, companies will 
ask themselves whether it is possible to avoid the risk 
of liability by first filtering out all works which could 
potentially be protected by copyright. Economically, 
this would be advisable because of the risks involved. 
However, even in an optimistic estimate, we would 
have to assume that 1% of one per cent of all doc-
uments in a corpus could contain parts which are 
copyright protected, and that by carrying out a TDM 
process with this corpus we would be committing a 
copyright infringement for the relevant documents. In 
a corpus consisting of 10 billion texts, this means that 
in a TDM process we would have to assume the risk of 
a copyright infringement in 1 million cases. In view of 

the customary compensation sums in the commercial 
sector, this would mean a liability risk of several mil-
lion euros in each TDM process. With economic risks 
of this magnitude, TDM processes in Europe would 
not even be feasible in corporate research depart-
ments of large companies. 

Therefore, the proposed EU regulation would require 
the creation of a complete and comprehensive copyright 
filter infrastructure. But this is not currently possible.

To determine whether a text contains a sufficiently 
large copy of another third party text which is protected 
by copyright, the filter would need to contain all texts 
by all copyright holders and then compare them with 
the relevant corpus text — and under the present inter-
pretation of European law, even the creation of such a 
filter would itself be an infringement of copyright.  

Optimists may object that computer science will ad-
vance to a point where such a solution can be found. 
But the absurdity of the proposed regulation is seen in 
the fact that even if the creation of such an algorithm 
were possible, the act of determining whether an ar-
ticle is copyrighted is by definition a TDM process in 
its own right. This means that every time this process 
identifies a part of a document that is worthy of copy
right, the very act of checking the document would 
constitute a copyright infringement which could lead 
to a liability for compensation, simply by analysing the 
part of the text that is protected by copyright. 

Therefore it must be concluded that filtering copy-
right material is not an option which could reduce the 
risk. As a practical consequence, this means that there 
would be inestimable disadvantages for the competi-
tive development of TDM and AI technology in Eu-
rope, and that the proposed regulation is diametrically 
opposed to the postulated development of a Europe-
an data economy.
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5.	 Competitive consequences

A further consequence of this proposal would be a 
permanent change in the competitive structure of the 
AI technology sector.

As has been shown, it is impossible to prove that the 
training sets used for AI technology are free from 
copyright material. This means that licences are need-
ed for very large volumes of data in order to devel-
op AI technology. For companies without a dominant 
market position such as small and medium-sized en-
terprises and start-ups, it is a practical impossibility 
to negotiate contracts with every copyright holder in 
Europe. An exception for start-ups would not solve 
this problem because even highly successful start-ups 
hardly ever achieve a dominant market position. For 
all small and medium-sized enterprises and start-ups 
this means that the transaction costs for negotiations 
with every copyright holder in Europe are prohibitive-
ly high, and that the asymmetric market structure in 
negotiations means that any market solution is socially 
inefficient.

What happens with the large US corporations such as 
Google?

Google crawls the internet and trains its algorithms 
under the fair use doctrine101 in the USA. The fair use 
doctrine permits the use of copyright material for 
purposes such as criticism, comment, news reporting, 
teaching (including multiple copies for classroom use), 
scholarship, or research (cf. 17 U.S.C. section 107), but 
the activities of commercial search engines can also 
fall under this provision.102 To decide whether the use 
of a work constitutes fair use in individual cases, the 
following decisive criteria are used  
(4 factor test):

	 Purpose and character of the use, including wheth-
er such use is of a commercial nature or is for non-

profit educational purposes,
	 the nature of the copyrighted work,
	 the amount and substantiality of the portion used 

in relation to the copyrighted work as a whole and
	 the effect of the use upon the potential market for 

or value of the copyrighted work.

The jurisdiction of the Supreme Court place special 
importance on the question of whether the use of the 
work is transformative, i.e. whether it adds something 
new, pursues a new purpose or whether the work ap-
pears in a new context because of the use.103 

The proposal by the EU Commission in itself has no ef-
fect on this circumstances due to the territorial scope 
of copyright law. 

Google is a very large search engine with many users 
in Europe. Being found on the Internet is still very im-
portant for all companies and authors, and especially 
for publishers. For this reason, standard contracts with 
companies which are already powerful or dominant in 
the market are feasible.104 Because this is linked to the 
search function, copyright holders will automatically 
be very willing to enter into contractual commitments. 
But companies with less market power, especially 
start-ups, will hardly ever be able to use such advan-
tages. In future technology sectors such as AI, this 
could therefore cement monopolies and create mar-
ket entrance barriers for European companies, even 
though the powerful or dominant companies in the 
market have not themselves engaged in any anti-com-
petitive behaviour. 

A comparable situation has already been seen in con-
nection with the German ancillary copyright for press 
publishers. In this case, all German publishers granted 
Google a free licence to display text snippets. The 
competition authorities did not see this as an infringe-
ment of competition law.105 At the same time, many 
publishers demanded licence fees from all smaller 
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service providers.106 Consequently, there is a risk that 
small providers are placed at a disadvantage, and that 
they will be squeezed out of the market in the long 
term.

Furthermore, publishers could shift the competition 
situation from their primary market to the secondary 
market of data refiners and information intermediar-
ies. For example, if a search engine provider which is 
subsidised by publisher A does not receive any licenc-
es from publisher B, and in return the search engine 
subsidised by B has no access to the texts of publisher 
A, the results of any analysis would only reflect part of 
the reality, and their quality would suffer. If these pro-
viders are not able to establish themselves in the mar-
ket, in the long term this means that the market could 
become concentrated on just a few dominant pro-
viders, which would reduce the supply of services in 
the market. But preserving the diversity of media and 
opinions in the search machine sector is an important 
social goal.107 

Establishing licence models in which successful com-
panies which use or develop TDM or AI technology 
pay part of their profit to copyright holders is only fea-
sible if these companies also have a profitable busi-
ness model in an international context. But to remain 
competitive, companies which use TDM or AI technol-
ogy could move their registered place of business to 
countries with a legal situation which is comparable 
with the fair use doctrine. That would mean that this 
profit, and these jobs with high value creation poten-
tial for AI developers, would not arise in Europe.

As a result, the European economy will be depend-
ent on AI systems from non-European providers. The 
proposal of the EU Commission therefore ignores the 
technical conditions for the development of AI and ef-
fectively consolidates the natural monopoly of the ex-
isting powerful non-European market participants.

6.	 How could this problem be solved?

Some draft statements by parliamentary committees 
envisage a broader TDM exception,108 but they must 
first be accepted by the relevant committee and then 
prevail in the trialogue process between the Commis-
sion, the Council and the Parliament. 

A simple TDM exception could be based on the model 
of the fair use doctrine, which is compatible with in-
ternational copyright treaties, and could at the same 
time maintain the interests of the authors:

“Uses which are necessary for TDM are to be per-
mitted without the approval of the author, for both 
research institutes and private providers and for 
both non-profit and commercial purposes, on the 
following conditions:

	 That access to the original sources is lawful or they 
are publicly accessible,

	 That the commercial exploitation of the original 
source is not impaired by the analysis or dissemina-
tion of the analysis results, and especially that there 
is no substitute exploitation,

	 That the work is only used for the extraction of in-
formation or for any other use permitted by the au-
thor.”

By means of these restrictions, it could be ensured 
that the authors and originators are not disadvantaged 
in the exploitation of their work by the use of TDM or 
by the dissemination of the analysis results.

7.	 Conclusion

In the transition to a European data economy, public 
information should continue to be accessible to all 
so that everyone can find it. Apart from very limited 
exceptions, copyright law should still only protect the 
artistic expression, but not the facts and information 
which are processed in a work of art. 
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The proposed TDM regulation unnecessarily frustrates 
the development of a viable legal structure for a Euro-
pean data economy by introducing unavoidable risks 
of copyright liability. If a public document is legally 
accessed, there should not be any distinction based on 
whether the information contained in the document is 
processed by a human or a machine. Computers and 
algorithms get no enjoyment from the artistic value of 
a work that is protected by copyright. At least not yet. 
This proposed directive, which effectively merely at-
tempts to subsidise the business models of European 
publishers by imposing new copyright fees for search 
engine technologies, will actually be a further massive 
boost to the dominance of a small number of giant 
U.S. technology corporations and will thus strengthen 
their negotiating position in relation to the publishers. 
As has been shown, it can already be anticipated that 
this will happen at the expense of the competitiveness 
and innovative power of European companies.

In view of this project, the economic benefit of the 
existing competence in key technologies such as data 
analysis and artificial intelligence systems in Europe 
can only be harnessed by a small number of American 
technology companies. 

The need to finance journalism is understandable. The 
problem is economic. But the proposed regulation 
will achieve the opposite of what is intended because 
of its effect on the conditions for the development 
of the European data economy. In the medium term, 
classical publishing business models will actually be 
harmed, and only a handful of Internet companies 
with a strong market presence will benefit.
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Data as an economic asset: 
Brief overview of the legal framework 

The large number of legal disciplines and concepts which arise in a consideration of data as an economic as-
set are often confusing for lay persons, and even for legal experts, and this makes sensible detailed solutions 
difficult. The following section therefore aims to present a general overview of the different concepts and legal 
instruments. This condensed presentation is designed to help the reader to understand the concepts of the 
complex legal questions involved. 

The following questions are especially relevant in connection with data as an economic asset: When does copy-
right protection apply? What does the concept of sui generis database rights mean? How can companies protect 
their trade secrets? A new element is the ancillary copyright for press publishers. And if third parties gain unau-
thorised access to data, the provisions of criminal law may also be relevant. 
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Copyright Law
Requirements for copyright protection
The protected works of literature, science and art 
include for example speech and text works, com-
puter programs, music, pantomime, dance, works 
of art, photographs, films, scientific or techni-
cal presentations such as drawings, plans, maps, 
sketches, tables and sculptures (cf. Section 2 of the 
Copyright Act/UrhG). Official works such as laws or 
official announcements are not protected by copy-
right law (Section 5 of the Copyright Act).

Only personal intellectual creations qualify as works 
under the Copyright Act. Even very short text pas-
sages may qualify as works.109 However, simple de-
scriptions or reproductions of pure information in 
everyday language are not sufficient, so especially 
when user generated content is involved it is neces-
sary to assess the creative quality of each individual 
case.110

Exclusive rights
In Principle, the author has the exclusive right to 
exploit the work, i.e. to use it, permit others to 
use it or exclude others from the use of the work. 
These uses especially include the right of editing, 
reproduction, dissemination, exhibition and public 
performance, and this in turn includes the right to 
make the work publicly accessible (cf. Sections 15 ff. 
of the Copyright Act). Special provisions for comput-
er programs can be found in Sections 69a ff. of the 
Copyright Act.

The author may grant third parties the rights of 
use for individual types of use or all types of use. A 
distinction is made between simple and exclusive 
rights of use which can be granted limited to loca-
tion, time or content (cf. Sections 31 ff. of the Copy-
right Act).

Digital copies generally fall under the right of re-
production, and this in principle applies to every 
form by which a copyrighted work is transmitted to 
another storage medium, irrespective of whether 
the copies are privately or publicly made or whether 

they are transient, permanent or made in another 
format.111 Another relevant issue in an online con-
text is the right to make the work publicly acces-
sible. This may also apply to works which have al-
ready been published online if a work is reproduced 
by a different technical process which differs from 
the previously used process, or if it is reproduced 
for a new audience. The audience is deemed to be 
new if the author did not direct the original public 
reproduction to this audience, for example in cases 
of limited retrievability or access control.112 

Exceptions and Limitations to copyright 
The copyright is limited by exceptions which define 
the conditions under which the works can be used 
without permission. In the context of smart data, 
for example, temporary acts of reproduction are 
relevant under Section 44a of the Copyright Act, 
which states that transient copies which are tech-
nically indispensable for lawful use still can be per-
missible. In addition, other exceptions for science 
and teaching are planned in the Knowledge Society 
Copyright Act113 and in the draft of a text and data 
mining exception in the draft directive on copyright 
in the digital single market.114 

Open source
Works under an open source licence can generally 
be used free of charge, but in some cases they are 
also subject to restrictions in their licence provi-
sions. One example of this are “Copyleft” clauses 
which stipulate that all further developments based 
on the work must be freely accessible under the 
same licence conditions.

Consequences of copyright infringements
If there are infringements of copyright, authors are 
entitled to injunctive relief and damages and to in-
sist that all reproduced copies must be destroyed 
(Sections 97 and 98 of the Copyright Act). In addi-
tion, any deliberate unauthorised exploitation of 
copyright works is liable to prosecution (Section 106 
of the Copyright Act).
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If the necessary level of creativity is fulfilled in the 
arrangement and design of a database, the database 
can also constitute a copyright-protected work un-
der Section 4 of the Copyright Act. The level of crea
tivity of a work will generally not be deemed to ap-
ply if the arrangement or presentation automatically 

arises from the nature of the subject or is prescribed 
by the laws of expediency, by logic or by necessities 
and if there is not sufficient scope for an independ-
ent intellectual design of the form.115 Electronic da-
tabases need to have an output format which ena-
bles the data to be accessible in a systematically and 
methodically ordered manner.116 The decisive factor 
for recognition as a work is the originality of the links 
and the query options.117

Database works  
(Section 4 of the Copyright Act)

Sui generis database rights (Section 87a of the Copyright Act)

Database manufacturers can assert a right to pro-
tection under Section 87a of the Copyright Act if the 
data are systematically or methodically arranged 
and individually accessible by electronic means or in 
any other way, and if their procurement, review or 
presentation requires an investment of a significant 
manner or extent.119 There is no protection for mere 
“piles of data” due to the lack of a systematic or me-
thodical arrangement of the individual elements, 
i.e. for raw data that have not yet been especially 
structured, even if the procurement of the raw data 
required a significant investment.120 But an unstruc-
tured internal data storage system may be protected 
if the query system creates a systematic or methodi-
cal order.121 The decisive factor is the connection be-
tween the volume of data and a query system which 
permits targeted searches for individual elements in 
the data.122 The Higher Regional Court (OLG) of Co-
logne123 ruled that this does not depend on whether 
the individual information items recorded in the da-
tabase have been processed.124 

Another requirement is the significant investment. 
This may be financial, or it could consist of an invest-
ment of time, work and energy.125 It could also apply, 
for example, to investments in processing the data, 
designing the links and developing the query op-
tions, but not the means used to generate the data 
themselves.126 This means that resources are cov-
ered which are used to identify and compile data 
which previously exist, but not the resources used 
to generate the data elements themselves.127 How

ever, checks for correctness and reliability have been 
recognised as allowable investments in case law rul-
ings,128 so it can be assumed that the database-relat-
ed investment costs for data mining processes which 
analyse and identify hidden connections in existing 
data will also be recognised.129 Therefore it must be 
checked whether investments or work should be 
directed towards the necessary structuring and pro-
cessing of the (existing) data or towards generating 
the raw data or “new” data.

Sections 87a ff. of the Copyright Act do not protect 
the information contained in the database.130 The 
sui generis protection of the database author is not 
designed to create a new right to the individual ele-
ments collected in the database as such.131 “The pro-
tection is afforded not to the individual information 
items entered into the database, but to the database 
as the overall total of the content which has been 
collected, organised and made individually accessible 
by means of a significant investment, as an intangi-
ble asset.” 132 The database creator can only prohibit 
the reproduction, dissemination and public presenta-
tion of the database as a whole, or of parts which are 
significant in their type/extent. According to Section 
87b (1) sentence 2 of the Copyright Act, the same 
protection is granted to the repeated and systematic 
use of minor parts as long as these activities run 
counter to a normal evaluation of the database or 
unreasonably impair the justified interests of the da-
tabase creator.
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Ancillary copyright for press publishers
The introduction of this ancillary right grants the 
publisher of a press publication the exclusive right 
to make the press publication or parts thereof pub-
licly available for commercial purposes for one year 
from the date of publication (Sections 87f and 87g 
(2) of the Copyright Act). Press publications in-
clude:  

Editorial fixation of a collection of  journalistic 
contributions,  within a periodical publication 
under a single title on any medium, which - re-
garding the overall circumstances - is character-
istic for publishing purposes and not mainly used 
for self-advertising purposes. Journalistic contri-
butions especially consist of articles and illustra-
tions which serve for information, opinion form-
ing or entertainment.

Even blogs can constitute press publications if they 
can be deemed to be an editorially selected collec-
tion of journalistic contributions.133

The protection does not apply in relation to all 
possible readers, only in relation to commercial 
providers of search engines and commercial pro-
viders of services which process content according-
ly (Section 87g (4) of the Copyright Act). The press 
publisher only has the exclusive right to make the 
original publicly available for commercial purpos-
es, so there is explicitly no restriction for repro-

ductions.134 However, as soon as press publications 
reach the relevant level of creativity, they can enjoy 
copyright protection.

But linking remains possible135 because the new 
protection right does not extend to individual 
words and extremely short text extracts.136 There is 
controversy about the permissible length of these 
“short text extracts”, especially in connection with 
the display of “snippets”. According to a recent 
case law ruling by the Higher Regional Court (OLG) 
of Munich, text extracts with a length of at least  
25 words cannot be regarded as extremely short 
text extracts under Section 87f (1) sentence 1 of 
the Copyright Act.137

The ancillary copyright proposed by the EU Com-
mission in its draft for a directive on copyright in 
the digital single market138 would go even further 
because the draft does not contain any limitation 
in the specific obliged parties or text lengths, and 
the right of reproduction “for digital use” is to be 
reserved for the press publishers. In addition, the 
duration of the protection would be extended from 
1 year to 20 years if the draft directive comes into 
force.
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Trade and Business secrets  
By analysing sensor data, for example from ma-
chines, conclusions can be drawn about the pro-
duction of machines and products or the use of 
these machines in the business company. This 
means that the trade secrets of both the machine 
manufacturer and the machine operator can be 
inferred, and that company-related knowledge can 
be obtained. 

Up to now, the provisions for the protection of 
company and trade secrets in Sections 17 and 18 
of the Act on Unfair Competition (UWG) entitled to 
injunctive relief and damages if facts, circumstanc-
es or transactions related to a company, which are 
only known to a limited group of persons and not 
publicly known, are revealed by an unauthorised 
act although the holder of the protection rights has 
a justified interest in the preservation of the secre-
cy of this information.139

An upcoming revision according to of Article 2 No. 
1 (a)-(c) of the Directive (EU) 2016/943 will define 
trade secrets as follows: 

	 Secret (not generally known or not readily acces-
sible),

	 Of commercial value because it is secret, and
	 A subject to reasonable steps to keep it secret 

regarding the individual circumstances

Under the future legal position, if affected parties 
wish to protect data as trade secrets it will not sim-
ply be assumed that they have an interest in main-
taining secrecy, instead they must actively take 
“appropriate” steps to maintain secrecy. This could 
lead to a necessity to establish technical and organ-
isational measures similar to that in data protection 
law. If access to the data is not made so difficult by 
technical means or organisational steps that data 
access would require a disproportionate amount of 
effort, there will probably be no legal protection. 
To prevent competitors from obtaining access to 
company-specific data, one option would be to use 
the known mechanisms under data protection law 
such as data separation, access control and anony-
misation (removal of any reference to the compa-
ny).
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Punishment for data interception and espionage
Consequences under criminal law are available for 
persons who carry out the following unauthorised 
actions:

	 Gain access to data which is not designated for 
them and is specifically protected from unau-
thorised access, by overcoming the access pro-
tection feature, or 

	 Use technical means to obtain data not designat-
ed for them from a non-public data transmission 
or from the electromagnetic radiation from data 
processing equipment (Sections 202a and 202b 
of the Criminal Code/StGB). 

But the criminal law provisions only apply to data 
which are stored or transmitted electronically, mag-
netically or in any other not directly visible manner. 

Entitled access to the data
The person or organisation which stores the data 
is normally entitled to access the data, and it is not 
decisive whether this person is also the owner of 

the data medium. The authorisation may be trans-
ferred, e.g. by assignment for use, if the authori-
sation to use the program data is assigned at the 
same time.140

Overcoming the access protection 
The special protection must have the purpose of 
preventing access.141 It is also demanded that over-
coming the access protection must be not readily 
possible, and must require a significant amount of 
time or technical effort.142 

Unauthorised
So-called penetration tests which serve to identify 
security flaws in the IT system are not liable to 
prosecution if they are permitted by the person  
entitled to the data. 

Wilful intent 
Perpetrators must at least willingly take the risk 
of unauthorised access to access-protected third 
party data.
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